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Gender and ICT had been an area and realm of discussion in India for sometime now and there had been various debates on its potential and also problems and obstacles. Much of these discourses had been on Information technology and not much on communication technology 

In this two days, our focus is very limited. We want to understand issues around the misuse of ICT ad how it impacts on the lives of girls and women. Why only misuse and not potential and the gendered nature of technology? This is an urgency born out of the number of incidents which happened in Kerala, and in many metros like Delhi and B’lore,  very few of which we know and many which we don’t know. As groups working with girls and women, we felt we need to know the issues involved and how to deal with them

Kerala is a society which has its own peculiarities. We claim to have achieved significant gains in demographic and social indicators like literacy, remarkable fertility decline etc. We have large population who are migrants and who bring in considerable wealth and along with it new technologies. According to official sources there are 1.52 crore mobile phone connections in Kerala. The population in the state   is around three and half crore. So on an average one in two persons have a mobile phone. May be 50% or more of them will be  with advanced technologies like cameras, with blue tooth, internet enabled etc. Internet connections are around eight lakhs. 
Already all forms of crimes against women are rising alarmingly in the state  and   in such a society technology related crimes will rise too.

(Information communication technologies or ‘ICTs’ is a broad term that encompasses a range of technologies that meet our communication and information needs. This includes “a complex and heterogeneous set of goods, applications and services used to produce, distribute, process and transform information” (Marcelle, 2000: 5, quoted in Gurumurthy, 2004: 6). This paper will focus on what are sometimes called ‘new’ ICTs, which are digital technologies that include the internet, multimedia and wireless communications technologies.)
We know that Information and communication technologies (ICTs) are creating a renewed emphasis on knowledge, information and communications. The saying is that ‘the new source of power is not money in the hands of a few, but information in the hands of many’. ICT is providing unique opportunities as well as considerable challenges, particularly to notions of development, and especially to the goals of gender equality .  
There is also a growing concern over the growing gaps in access, both to the tools and in the content, as well as issues around privacy, gendered impacts, increasing concentration of control and ownership over information environments, among others. Existing power relations in society determine the enjoyment of benefits from ICTs; hence these technologies are not gender neutral. 

Information communication has revolutionized our lives. Today the world is at your fingertips at the click of a mouse. New-age communication devises like mobile phones and video conferencing have virtually eliminated the concept of distance. 

But, like any other positive things, technology too has its disadvantages as it has the potential of being misused. Technology, when misused, can have an adverse effect on our lives. At one level, the mobile phones have changed the way human relationships work.  But on the other side, its misuse is leading to problems related to invasion of privacy, loss of security and safety. Secret cameras are everywhere. Your morphed pictures may do the rounds in the cyber space any time. As a result girls are considering every kiosk as a crater that violates their privacy. 

As our concern is about ICT and VAW, let us first try to understand what we mean by violence against women

Violence Against Women

The United Nations Declaration on the Elimination of Violence against Women (GA Resolution 48/104, 20 December 1993) defines violence against women (VAW) as “any act of gender-based violence that results

in, or is likely to result in, physical, sexual or psychological harm or suffering to women, including threats of such acts, coercion or arbitrary deprivation of liberty, whether occurring in public or private life.”

The Internet or other communication media  may  not be creating new forms of crimes against women and children, but it is creating new ways and means for crimes to be perpetrated. There  are instances of physical, sexual, psychological harm being done to women. Our feeling of security and safety is giving way to fear and insecurity, when it should have been the other way with the advancement of science and technology

Women’s movements must now deal with issues of privacy intrusion through mobile cameras, cyber stalking, pornography on the internet, SMS (short message service) harassment and morphing of images.  Although the underlying issue of unequal power in gender relations remains central to the understanding of these new and sophisticated permutations of VAW, the enabling role of the ICTs behind them must be surfaced, made visible and challenged.

Types of cyber crimes that are committed against women:


Amongst the various cyber crimes committed against individuals and society at large the crimes which can be mentioned as specially targeting women are as follows: – 

Privacy Intrusion through mobile cameras and videography
Webcams in homes/public places like trial rooms of textile shops, public toilets in hotels

Harassment via e-mails/ mobile calls

Cyber-stalking.

Cyber pornography.

Defamation.

Morphing.

Email spoofing

I am sure many of these will be addressed by Mr.Satheesh Chand in detail tomorrow

· Privacy Intrusion through mobile camera phones

Privacy Intrusion has got a new meaning with the emergence of the Mobile Phones with Cameras. Now taking pictures on the fly and sending it across the globe through an e-mail has become easy. In Kerala we had the recent incident of the three girls committing suicides and several cases of private acts becoming public has come out and discussed. There are also several cases from other parts of India where even a divorced husband send the photo of his former wife to internet take revenge on her,; a lover exposing the stripping of his girfiend to public etc have also come to light.  Taking pictures of strangers or even of friends without permission is increasingly a growing menace which needs to be addressed before it starts damaging the social fabric. It is already common to see women being harassed by posting of false obscene messages on pornographic sites and message groups. It is also not common to see celebrity faces being attached to other obscene photographs and distributed on the net. With such  digital manipulative possibilities, presence of digital camera embedded mobile phones which can take the pictures or videos of any person in the public is a serious hazard.

The irresponsible  advertising of Camera phones is being undertaken by the Advertisers, is effectively promoting privacy intrusion as an acceptable life style of the young generation. If Privacy intrusion is an offence under the Indian Constitution any advertising to promote such a habit is illegal and punishable. Unfortunately, Indian laws on privacy are not well defined. Though Privacy right is derivable from the constitution and also brought under IPC under section 509, the law that provides a strong deterrent to the offender with a financial compensation to the victim is not available. 

· Wireless Technology to Overhear Private Conversations

Wireless (cellular or mobile) telephones can also be configured to pick up sounds within their proximity. A batterer can place a wireless telephone near the survivor and call the number throughout the day (with the volume turned off) to overhear her conversations and activities. Communication through cordless or wireless telephones or even through baby monitors can be picked up by a strategically positioned scanner (such as in a car on a nearby street).

· Harassment via e-mails/ mobile calls

Harassment includes blackmailing, threatening, bullying, and even cheating via email. E-harassments are similar to the letter harassment but creates problem quite often when posted from fake ids. 
“Messages with sexual undertones. 
Sexually graphic messages and/or illustrations are sent to victims by E-mail. These are automatically displayed when the recipient opens her mailbox. The assailant could also use a chat room frequented by women and girls whom he can tell from the sound of their names or IDs. He singles out one and barrages her with sexual comments. Such sexual remarks can be received within 30 seconds of entering chat rooms. Sexual violence also comes in the form of jokes that have double (sexual) meanings or insult others.
Unwanted proposals for sexual conversation. 
Online proposals for sex, similar to obscene phone calls or proposals for phone sex, have also become so frequent that women subscribers of communications services subconsciously half-expect to receive one such sick proposition whenever they log in. The proposals vary from: “darling, want a quick sex with a man of a huge dick?,” to “Wanna get naked?” Refusal to take part could mean being chased by abusive language, or more of sexually harassing memos or mail bombs.
Posting an individual’s personal information on public electronic bulletin boards. 
Publicising an individual’s real name, telephone number, pager number, ID and personal letters on bulletin boards also constitutes online harassment. One victim recalls the time her personal details were provided to open dating sites and bulletin boards lodged inside obscene sites. For several months, she was paged or phoned by complete strangers. Sometimes an assailant would post fake messages—messages that sounded as if the sender (the woman victim) was in need of, and prepared to pay for, sexual service.

(From a study by Korea Sexual Violence Relief Center (KSVRC)
· Visual Surveillance

Web cams and other hidden surveillance cameras can be used by abusers

to monitor their partners’ activities. These devices are small, relatively low

in price  and can be installed almost anywhere. The digital images are transmitted through the internet and can be viewed from a webpage, thus enabling abusers to monitor activities undertaken by survivors at home. Survivors are often unaware of the existence of these cameras because they are installed discreetly.

· Cyber stalking is one of the most talked about net crimes in the modern world. The Oxford dictionary defines stalking as "pursuing stealthily". Cyber stalking   involves following a person's movements across the Internet by posting messages (sometimes threatening) on the bulletin boards frequented by the victim, entering the chat-rooms frequented by the victim, constantly bombarding the victim with emails etc. Cyber Stalking usually occurs with women, who are stalked by men, or children who are stalked by adult predators or paedophiles. Typically, the cyber stalker's victim is new on the web, and inexperienced with the rules of netiquette & Internet safety. Their main targets are the mostly females, children, emotionally weak or unstable, etc. It is believed that Over 75% of the victims are female. The motives behind cyber stalking have been divided in to four reasons, namely, for sexual harassment, for obsession for love, for revenge and hate and for ego and power trips. Cyber stalkers target and harass their victims via websites, chat rooms, discussion forums, open publishing websites (e.g. blogs and Indy media) and email. The availability of free email and website space, as well as the anonymity provided by these chat rooms and forums, has contributed to the increase of cyber stalking as a form of harassment. 

There are a couple of reported cases, which speak of the position of the cyber stalking in India. The recent being the case of Manish Kathuria who was recently arrested by the New Delhi Police.  He was stalking an Indian lady, Ms Ritu Kohli by illegally chatting on the Web site MIRC using her name. He used obscene and obnoxious language, and distributed her residence telephone number, inviting people to chat with her on the phone. As a result of which, Ritu kept getting obscene calls from everywhere, and people promptly talked dirty with her. In a state of shock, she called the Delhi police and reported the matter. For once, the police department did not waste time swinging into action, traced the culprit and slammed a case under Section 509 of the Indian Penal Code for outraging the modesty of Ritu Kohli (Indianchild, 2005). In an other case, an engineering and management graduate, facing prosecution in a dowry harassment case, was arrested by Delhi police for sending obscene e-mails in his wife’s name to several persons. In June 2000, a man was arrested by the Delhi police for assuming the identify of his ex-employer’s wife in a chat channel an encouraging others to telephone net. The victim who was getting obscene telephone calls at night from stranger made a complaint to the police.  The accused was then located “on line” in the chat room under the identity of the, victim and later traced through the telephone number used by him to access the internet (Mishra, 2001).

· Spy Software

Survivors’(from domestic violence) use of ICTs to attain information or communicate for support may be compromised by features of the technology. For example, commercially available spy software (e.g. Big Brother, WinGuardian,CyberPatrol, Spy Agent, etc.) can be purchased and installed on a home computer, which enables abusers to have access to all keystrokes made on the computer. This includes all email correspondence, web surfing and internet communication. In Michigan,USA an abuser used this technique to monitor the survivor’s internet activity. He was subsequently charged with four felony counts for using a computer to spy and intrude on another’s privacy.

· Instant Messaging Services

Survivors sometimes use internet chat rooms or instant messaging facilities to dialogue with other survivors for mutual support. However, most of the programmes that support these forms of ‘real time’ communication keep a log and sometimes even a copy of the conversation. If the survivor is unaware of this feature and does not disable it, an abuser can access this log to monitor her conversations.

· Browser History

Several web browsers, such as Explorer, Netscape and Mozilla Firefox, create a record of recent sites visited on the internet. This information is automatically stored in the computer’s temporary internet or cache file and, if it is not cleaned after every use,  any one can ( including an abuses in a domestic violence)access the internet activity. Should a survivor be searching for information on the internet on domestic violence, the abuser would be able to gain information on this and subject her to further control, perhaps restricting her access to the home computer or gaining information about organisations that she may be looking to seek temporary shelter from.
· Email Tampering

Survivors’ use of email communication to seek information or support can be rendered insecure through use of technology. Abusers can intercept or redirect emails to their account or configure email software to place a copy of mail messages in other inboxes. Also, it is possible to check incoming emails remotely (via webmail facilities) before they are downloaded into the home computer without alerting the survivor that the messages have already been read. Also, email software often stores sent messages in the ‘Sent Items’ folder that survivors can neglect to delete. Even if they have been deleted, they are sometimes stored in the ‘Deleted Items’ folder, which requires an additional step of emptying to erase record of the correspondence.

· Tracking Survivors

Global Positioning System (GPS) technology is now commercially available for public use. It is a satellite-based navigation system made up of  satellites placed into orbit that can track the location of the user anywhere in the world. GPS can be installed in a car or a mobile phone now and can log the location, time and speed of the vehicle at all times. There have been reports of GPS units being  installed to track teenagers’ and spouses’ use of the family car. If a survivor is using the car to visit an organisation for counselling, advice or shelter, the abuser is able to locate its position and compromise her safety and the organisation’s security.

New ICTs and Sexual Violence

The global entertainment industry, poised on the power of new ICTs, is a force beyond the grasp of law and regulation. The sex industry markets precisely the violence and oppression that feminists seek to eliminate from the streets, workplaces, and bedrooms (Jeffreys 1997). Pornography has assumed mammoth proportions with the Internet . The Internet has made sexual exploitation of and violence against women and children seem more normal, and this is a matter of deep concern. Criminal syndicates violate laws prohibiting sexual exploitation and violence by locating their servers in host countries with less restrictive laws, to avoid regulation. The new technologies have thus enabled the creation of online communities free from interference or standards where any and every type of sexual violence goes and where women-hating is the norm.

Intercepted Email as a Catalyst for Homicide

Joseph Sparacio, a computer programmer, reportedly intercepted hiswife’s email that stated her plans to leave him. His knowledge of thisserved as a catalyst for his murder of Valarie Sporacio the day before herappointment to apply for a protection order. Valerie had been dead for two days from brutal stabbing when her father turned up with a van to help her leave (Southworth et al., 2002).

2.1.3 Concerns Surfaced

Such innovative use of new ICTs by abusers raises grave concerns about

the utility of these technologies in situations of domestic violence.

Considering the gender imbalance in terms of access and development, it

would appear that abusers might have a greater advantage in their

application. Men who abuse their partners may also, and perhaps with

greater ability, access online resources regarding domestic violence, then

misuse information culled from these sites. For example, they could learn

the language of rights and subvert it as justification for furthering their

violence, or find out emergency escape plans posted online at domestic

violence sites to better control their partner’s ability to escape.

According to Cindy Southworth (2003), an advocate in ICTs and domestic

violence in the U.S., “technology is becoming an integral part of battering

tactics”.

Further, there are ethical and legal issues involved in online service deliveries such as email

counselling or referrals to further information. These can include threats to

personal safety, liability to the service provider, confidentiality breaches,

lack of privacy and ineffective service delivery (Kranz, 2002). To better

comprehend the ways that these risks can be mitigated and addressed, as

well as to influence the development of ICTs that can benefit women’s

particular needs, advocates against domestic violence need to understand

the implications of new ICTs.

This does not mean that all domestic violence organisations have to

Online sexual violence worsens the marginalisation of women by progressively narrowing women’s access to communication space. It impedes the creation of a knowledge/information society and fosters instead a violent culture that suppresses women and intensifies unequal gender relations. In short, online sexual violence is an abridgement of women’s right to free and safe computer-communications environment.

By now, the ISPs should be the first to recognise the magnitude of the problem of online harassment and sexual violence. They should be able to guarantee women safe telecommuting. Among others, ISPs should help or initiate the development of support mechanisms for the survivors. At the same time, without in any way censoring or limiting Korean women’s access to the Net, the state should put in place legal measures that will prevent and eliminate online harassment and sexual violence, and punish the offenders.

Box 8: The Internet and the Sex Industry

The Internet as a Site of Violence

The Internet has brought in a revival of child pornography, which had more or less been eradicated in developed countries by the 1980s.Today, the business of both adult and child pornography arguably sustains the Internet. It has often been said that pornography is the only profitable entity on the Internet.
 Over the past ten years, the Internet Internet.
 Over the past ten years, the Internet has emerged as the premier forum of the international sex trade and has facilitated, accelerated, and normalised the sexual exploitation of women and girls. New ICTs have combined with racism, sexism, and capitalism to escalate sexual exploitation worldwide.

).

The Beijing Platform for Action adopted at the Fourth World Conference on Women, at Beijing, on 15 September 1995, was the first international policy framework that talked about gender issues in relation to ICTs.

With advances in computer technology and satellite and cable television, global access to information continues to increase and expand, creating new opportunities for the participation of women in communications and the mass media and for the dissemination of information about women. On the other hand, the global communication networks have been used to spread stereotyped and demeaning images of women for narrow commercial and consumerist purposes. Until women participate equally in both the technical and decision-making areas of communications and the mass media, including the arts, they will continue to be misrepresented and awareness of the reality of women’s lives will continue to be lacking.
 
However, it is also creating new ways and means for people to organise, network, campaign and bring about social actions that may not be in the interests of governments and

corporations.
The internet as a site of resistance

The Internet was used as a means to form a coalition of activists when thousands of Internet users protested Yahoo’s decision to sell pornography. In December 2000, Yahoo created an online store devoted to selling pornographic videos and DVDs. Just a few months later, after receiving over 100,000 emails from Internet users, Yahoo decided to remove the portion of its website that sold pornography and to stop accepting advertisements from pornographic websites. In May 2001, Yahoo decided to make it more difficult to find sexually explicit chat rooms and online clubs (http://cyber.law.harvard.edu/vaw02/module4.html












� See � HYPERLINK "http://www1.umn.edu/humanrts/instree/e5dplw.htm" ��http://www1.umn.edu/humanrts/instree/e5dplw.htm�. 
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